
XonComms
Network
Services

Decoding Wireshark Captures

for

DPNSS Information

Decoding Wireshark for DPNSS! Monday, 3 December 2012

www.xoncomms.com Page 1 Xon-‐Technology	  document

http://www.xoncomms.com
http://www.xoncomms.com


!"#$%&'(&)'*+%*+,

! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!"#$%&'()*"&+%,-%$* .
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!/#0012()*"&+%,-%$* .
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!3(1,%(4*5&-#'(+%$* .
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!61&$$,)7*&8*9()'$* .
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!5&-#'(+%*:#)0&$(* ;
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!<#42(+-(* ;
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!=>(-#%2?(*/#'',)7* ;
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!@#$2+($$*@,-AB)&#+4* ;
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!/-&0(*&8*5&-#'(+%* ;
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!C?()?2(D* E
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!5(-&42+B*9F(*G2)($F,)A*",0%#)($* H
! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!9702-,1*5:I//*-,11*/(%#0* JK

Decoding Wireshark for DPNSS! Monday, 3 December 2012

www.xoncomms.com Page 2 Xon-‐Technology	  document

http://www.xoncomms.com
http://www.xoncomms.com


Customer Contacts

Contact Information Telephone

Supplier Contacts

Contact Information Telephone

Related Documents
Date Document Description

Glossary of Terms
Term Definition Description

Decoding Wireshark for DPNSS! Monday, 3 December 2012

www.xoncomms.com Page 3 Xon-‐Technology	  document

http://www.xoncomms.com
http://www.xoncomms.com


Document Purpose
This	   document	   has	   been	   compiled	   to	   provide	   the	   reader	   with	   the	   understanding	  of	   DPNSS	   captures	   and	   how	   to	  
decode	  them	  using	  Wireshark.

Audience
This	  document	  is	  wri>en	  for	  the	  following	  audience.

Network	  Engineers

Executive Summary
DPNSS	  is	  a	  specificaAon	  defines	  a	  signalling	  system	  (DPNSS	  1)	  for	  use	  between	  switching	  nodes	  (PBXs)	  in	  digital	  private	  
networks.	  	  The	  specificaAon	  of	   the	  requirements	  for	   DPNSS	  1	  is	  more	  complex	  than	   for	  an	   individual	  PBX	   because	  it	  
embraces	  the	   choice	  both	  of	   the	  range	  of	  Supplementary	  Services	  and	   of	  the	  roles	  to	   be	  played	  by	  each	  PBX	   in	  the	  
network.	  	  It	  may	  also	  involve	  more	  than	  one	  PBX	  supplier.

Business Background
Wireshark	   is	   a	   network	   protocol	   decoding	   tool	   to	   enable	   network	  engineers	   to	   analyze	   the	   flow	   of	   informaAon	  
between	  systems.

Scope of Document
This	  scope	  of	  this	  document	   is	  to	  provide	  the	  necessary	  informaAon	  to	  decode	  Wireshark	  captures	  containing	  DPNSS	  
informaAon.
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Overview
The	  below	  secAons	  show	  example	  trace	  captures	  taken	  from	  a	  Cisco	  PGW	  soO	  switch.	  	  The	  capture	  files	  are	  extracted	  
from	  the	  PGW	  system	  using	  the	  Unix	   Snoop	  uAlity	  as	  defined	  below.	  	  Snoop	   -‐d	  defines	  the	  physical	   interface	  and	   -‐o	  
idenAfies	  the	  capture	  file	  output,	  in	  this	  case	  we	  run	  two	  windows	  and	   capture	  both	   interfaces	  to	  files	  “intbge0.cap	  
and	  intbge1.cap”.

snoop	  -‐d	  bge0	  	  	  -‐o	  intbge0.cap

snoop	  -‐d	  bge1	  	  	  -‐o	  intbge1.cap

Other	  snoop	  commands

	  	  	  	  	  	  	  	  [	  -‐a	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Listen	  to	  packets	  on	  audio
	  	  	  	  	  	  	  	  [	  -‐d	  device	  ]	  	  	  	  	  	  	  	  	  	  	  	   #	  Network	  interface	  to	  snoop	  (le?,	  ie?,	  bf?,	  tr?)
	  	  	  	  	  	  	  	  [	  -‐s	  snaplen	  ]	  	  	  	  	  	  	  	  	  	  	   #	  Truncate	  packets
	  	  	  	  	  	  	  	  [	  -‐c	  count	  ]	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Quit	  aOer	  count	  packets
	  	  	  	  	  	  	  	  [	  -‐P	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Turn	  OFF	  promiscuous	  mode
	  	  	  	  	  	  	  	  [	  -‐D	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Report	  dropped	  packets
	  	  	  	  	  	  	  	  [	  -‐S	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Report	  packet	  size
	  	  	  	  	  	  	  	  [	  -‐i	  file	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Read	  previously	  captured	  packets
	  	  	  	  	  	  	  	  [	  -‐o	  file	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Capture	  packets	  in	  file
	  	  	  	  	  	  	  	  [	  -‐n	  file	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Load	  addr-‐to-‐name	  table	  from	  file
	  	  	  	  	  	  	  	  [	  -‐N	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Create	  addr-‐to-‐name	  table
	  	  	  	  	  	  	  	  [	  -‐t	  	  r|a|d	  ]	  	  	  	  	  	  	  	  	  	  	  	   #	  Time:	  RelaAve,	  Absolute	  or	  Delta
	  	  	  	  	  	  	  	  [	  -‐v	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Verbose	  packet	  display
	  	  	  	  	  	  	  	  [	  -‐V	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Show	  all	  summary	  lines
	  	  	  	  	  	  	  	  [	  -‐p	  first[,last]	  ]	  	  	  	  	  	   #	  Select	  packet(s)	  to	  display
	  	  	  	  	  	  	  	  [	  -‐x	  offset[,length]	  ]	  	  	   #	  Hex	  dump	  from	  offset	  for	  length
	  	  	  	  	  	  	  	  [	  -‐C	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Print	  packet	  filter	  code
	  	  	  	  	  	  	  	  [	  -‐q	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Suppress	  prinAng	  packet	  count
	  	  	  	  	  	  	  	  [	  -‐r	  ]	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   #	  Do	  not	  resolve	  address	  to	  name

Once	  exported	  from	  the	  system	  the	  snoop	  captures	  may	  be	  opened	  using	  a	  version	  of	  Wireshark	  that	  supports	  DPNSS	  
decoding.

for	  more	  informaAon	  on	  snoop	  please	  visit	  the	  below:-‐

h>p://www.spitzner.net/snoop.html

h>p://www.cs.bgu.ac.il/~arik/usail/man/solaris/snoop.1.html

Decoding Wireshark for DPNSS! Monday, 3 December 2012

www.xoncomms.com Page 5 Xon-‐Technology	  document

http://www.spitzner.net/snoop.html
http://www.spitzner.net/snoop.html
http://www.cs.bgu.ac.il/~arik/usail/man/solaris/snoop.1.html
http://www.cs.bgu.ac.il/~arik/usail/man/solaris/snoop.1.html
http://www.xoncomms.com
http://www.xoncomms.com


Decoding The Wireshark Captures
The	   below	  screenshot	   shows	   the	  Wireshark	  output	   for	   a	  capture	  file	   taken	   from	  a	   Cisco	  PGW	  SoO-‐Switch	   used	   to	  
convert	  DPNSS	  messaging	  between	   a	  Siemens	  PBX	  and	   Cisco	   CallManager	   running	  H323.	   	  The	  PGW	  sends	  encoded	  
DPNSS	  messages	  to	  its	  connected	  IOS	  gateways	  which	  provide	  direct	  DPNSS	  signalling	  over	  E1	  trunks	  towards	  the	  PBX.	  	  
Between	  the	  PGW	  and	  Cisco	  CallManager	  is	  a	  Cisco	  HSI	  which	  converts	  PGW	  messaging	  to	  H323.	  	  The	  output	  from	  the	  
HSI	  to	  CallManager	  uses	  H225	  signalling.

The	  below	  capture	   includes	  the	  DUA	  protocol	   (DPNSS/DASS	  2	  User	  AdaptaAon). 	  	  DPNSS	  Layer	  2	   funcAons	   like	  Q.921	  
by	  transferring	  informaAon	  between	  two	  DPNSS	  Layer	  3	  enAAes	  in	  sequence	  using	  the	  D	  channel.	  DPNSS	  Layer	  2	  has	  
mul2ple	   instances,	   one	   for	   each	   channel	   (in	   contrast	   to	   Q.921	   for	   ISDN	   PRI, 	   which	   has	   one	   Layer	   2	   instance	  
independent	  of	  individual	   channels). 	  	  Up	  to	  30	  real	  and	  30	  virtual	  channels	  can	  be	  supported	  on	  E1	  interfaces.	  A	  real	  
channel	   is	   a	  bearer	   channel	   that	   can	   be	   used	   to	   convey	  voice	   and	   data,	  and	   a	   virtual	   channel	   is	  an	   informa2onal	  
channel	  used	  for	   some	  supplementary	  services	  that	   has	  no	   physical	   realiza2on	  outside	  the	  D	  channel.	   	  DPNSS	  data	  
link	  layer	  (Layer	  2)	  func2on	  is	  carried	  out	  by	  the	  GW,	  while	  Layer	  3	  processing	  occurs	  at	  the	  Cisco	  PGW2200.

The	   DPNSS	   Backhaul	   feature	   implements	   IUA	   and	   DUA	   with	   SCTP	   for	   an	   ASP.	   The	   DUA	   protocol	   is	   used	   for	  
backhauling	  DPNSS	  Layer	   2	  messages	  between	   the	  GW	  and	   the	  Cisco	  PGW2200	  over	   IP	  using	  SCTP.	  IUA	  is	  used	   for	  
backhauling	   ISDN	   Layer	   3	   messages.	   	   DUA	   supports	   signaling	   gateways	   (SGs)	   on	   a	   single	   protocol	   stack	   that	  
terminates	  ISDN	  and	  DPNSS	  connec2ons.	  Each	  interface	  iden2fier	  (D	  channel)	  can	  be	  an	  ISDN	  or	   a	  DPNSS	  D	  channel.	  
A	  flag	  is	  used	  when	  sending	  a	  message	  to	  indicate	  whether	  the	  message	  is	  IUA	  or	  DUA.

New	   message	   classes	  have	   been	   created	   for	   DUA.	  All	   IUA	  messages	  are	  classified	   in	   various	   classes,	   for	   instance,	  
message	  class	  5,	  which	  defines	  Q.921	  and	  Q.931	  boundary	  primi2ves	  transport	  (QPTM).
Because	  DPNSS	  L2-‐to-‐L3	  primi2ves	  need	   to	  be	  handled	  in	   a	  different	  way	  from	   the	  Q.921-‐to-‐Q.931,	  a	  new	  message	  
class	  has	  been	  created:	  10—DPNSS	  Boundary	  Primi2ves	  Transport	  Messages	  (DPTM). 	  	  DUA	  queries	  the	  status	  of	  data	  
link	  connec2ons	  (DLCs),	  so	  an	  addi2onal	  API	  call	   is	  available	   for	   this	   func2on	   that	   is	  used	   only	  for	  DUA.	  There	   is	   an	  
addi2onal	  call	  back	  no2fica2on	  when	  DLC	  status	  is	  received.	  DUA	  also	  has	  an	  addi2onal	  callback	  no2fica2on	  in	  order	  
to	  iden2fy	  "channel	  not	  configured."	  This	  no2fica2on	  assists	  the	  operator	  in	  iden2fying	  configura2on	  errors.
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The	   capture	   informa2on	   shows	   the	  DUA	   and	   IUA	   protocols.	   	   To	   decode	   the	  DPNSS	   informa2on,	  Wireshark	  must	  
analyze	  the	  content	  of	  the	  protocol	  as	  PPID	  1	  within	  SCTP.	  	  To	  decode	  the	  trace	  highlight	  either	  DUA	  or	  IUA	  and	  under	  
the	  Analyze	  sec2on	  choose	  “Decode	  As”.
	  

Highlight	  either	  IUA	  or	  DUA
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Choose	  DUA	  PPID	  1	  SCTP	  and	  click	  OK

Wireshark	  will	  now	  reorder	   the	  trace	  and	  show	  the	  output.	  	  The	  DPNSS	  filter	  can	  now	  be	  applied	  and	  acAoned.	  	  Once	  
complete	  Wireshark	  will	  show	  the	  DPNSS	  messaging	  as	  can	  be	  seen	  in	  the	  below	  output.
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Typical DPNSS call Setup
The	  below	  diagram	  shows	  a	  DPNSS	  call	  setup	  and	  normal	  call	  clearing.	  	  the	  following	  pages	  idenAfy	  a	  Wireshark	  DPNSS	  
output	  to	  raAfy	  this	  concept.
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NOTE:-‐	  In	  the	  below	  captures	  the	   Integer	   Interface	  IdenAfier	   is	  set	   to	  33025	  for	  all	   packets,	  idenAfying	  the	  call.	   	  The	  
ISRM	  contains	  the	  IniAal	  Service	  Request	  Message	  (ISRM)	  ,	  subsequent	  informaAon	  is	  found	  in	  the	  SSRM.
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The	  below	  shows	  the	  Subsequent	  Service	  Request	  Message	  (SSRM),	  which	  contains	  the	  called	  number.
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The	  NIM	  contains	  the	  Network	  IndicaAon	  Message.
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Second	  NIM
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Number	  Acknowledgement	  Message	  (NAM)
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Call	  Connect	  Message	  (CCM).	  	  Speech	  can	  now	  exist	  between	  the	  calling	  and	  called	  parAes.
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Four	  Seconds	  aOer	  CCM,	  the	  call	  is	  ceased	  by	  a	  Clear	  Request	  Message	  (CRM).	  	  Both	  side	  would	  acknowledge.
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