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Document Purpose

This document has been compiled to provide the reader with the understanding of DPNSS captures and how to
decode them using Wireshark.

Audience

This document is written for the following audience.

Network Engineers

Executive Summary

DPNSS is a specification defines a signalling system (DPNSS 1) for use between switching nodes (PBXs) in digital private
networks. The specification of the requirements for DPNSS 1 is more complex than for an individual PBX because it
embraces the choice both of the range of Supplementary Services and of the roles to be played by each PBX in the
network. It may also involve more than one PBX supplier.

Business Background

Wireshark is a network protocol decoding tool to enable network engineers to analyze the flow of information
between systems.

Scope of Document

This scope of this document is to provide the necessary information to decode Wireshark captures containing DPNSS
information.
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Overview

The below sections show example trace captures taken from a Cisco PGW soft switch. The capture files are extracted
from the PGW system using the Unix Snoop utility as defined below. Snoop -d defines the physical interface and -o
identifies the capture file output, in this case we run two windows and capture both interfaces to files “intbge0.cap
and intbgel.cap”.

snoop -d bge0 -o intbge0.cap

snoop -d bgel -ointbgel.cap

Other snoop commands

[-a] # Listen to packets on audio

[ -d device ] # Network interface to snoop (le?, ie?, bf?, tr?)
[ -s snaplen] # Truncate packets

[-ccount] # Quit after count packets

[-P] # Turn OFF promiscuous mode
[-D] # Report dropped packets

[-S] # Report packet size

[-ifile] # Read previously captured packets
[-ofile] # Capture packets in file

[-nfile] # Load addr-to-name table from file
[-N] # Create addr-to-name table
[-tr]ald] # Time: Relative, Absolute or Delta
[-v] # Verbose packet display

[-V] # Show all summary lines

[ -p first[,last] ] # Select packet(s) to display

[ -x offset[,length] ] # Hex dump from offset for length
[-C] # Print packet filter code

[-q] # Suppress printing packet count
[-r] # Do not resolve address to name

Once exported from the system the snoop captures may be opened using a version of Wireshark that supports DPNSS
decoding.

for more information on snoop please visit the below:-

http://www.spitzner.net/snoop.html
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Decoding The Wireshark Captures

The below screenshot shows the Wireshark output for a capture file taken from a Cisco PGW Soft-Switch used to
convert DPNSS messaging between a Siemens PBX and Cisco CallManager running H323. The PGW sends encoded
DPNSS messages to its connected 10S gateways which provide direct DPNSS signalling over E1 trunks towards the PBX.
Between the PGW and Cisco CallManager is a Cisco HSI which converts PGW messaging to H323. The output from the
HSI to CallManager uses H225 signalling.

The below capture includes the DUA protocol (DPNSS/DASS 2 User Adaptation). DPNSS Layer 2 functions like Q.921
by transferring information between two DPNSS Layer 3 entities in sequence using the D channel. DPNSS Layer 2 has
multiple instances, one for each channel (in contrast to Q.921 for ISDN PRI, which has one Layer 2 instance
independent of individual channels). Up to 30 real and 30 virtual channels can be supported on E1 interfaces. A real
channel is a bearer channel that can be used to convey voice and data, and a virtual channel is an informational
channel used for some supplementary services that has no physical realization outside the D channel. DPNSS data
link layer (Layer 2) function is carried out by the GW, while Layer 3 processing occurs at the Cisco PGW2200.

The DPNSS Backhaul feature implements IUA and DUA with SCTP for an ASP. The DUA protocol is used for
backhauling DPNSS Layer 2 messages between the GW and the Cisco PGW2200 over IP using SCTP. IUA is used for
backhauling ISDN Layer 3 messages. DUA supports signaling gateways (SGs) on a single protocol stack that
terminates ISDN and DPNSS connections. Each interface identifier (D channel) can be an ISDN or a DPNSS D channel.
A flag is used when sending a message to indicate whether the message is I[UA or DUA.

New message classes have been created for DUA. All IUA messages are classified in various classes, for instance,
message class 5, which defines Q.921 and Q.931 boundary primitives transport (QPTM).

Because DPNSS L2-to-L3 primitives need to be handled in a different way from the Q.921-t0-Q.931, a new message
class has been created: 10—DPNSS Boundary Primitives Transport Messages (DPTM). DUA queries the status of data
link connections (DLCs), so an additional API call is available for this function that is used only for DUA. There is an
additional call back notification when DLC status is received. DUA also has an additional callback notification in order
to identify "channel not configured." This notification assists the operator in identifying configuration errors.
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The capture information shows the DUA and IUA protocols.
analyze the content of the protocol as PPID 1 within SCTP. To decode the trace highlight either DUA or IUA and under

the Analyze section choose “Decode As”.

Monday, 3 December 2012

To decode the DPNSS information, Wireshark must

_ — - R
 ~ stvbgel.cap [Wireshark 1.8.4 (SYNRey ¢ i - 101 x|
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
B Eeee EPEXXEE AT LIBEE QA B 7
thl :J&mﬁmm“fkm Apply.  Save £
Mo. [Time [Source [Destination [Protocol _|Length _[Info ﬂ
111 2.267714 10.252.128.65 10.247.255.182 DUA 78 BEAT i
112 2.267748 10.252.128.65 10.247.255.206 DUA 78 BEAT H0
113 2.267781 10.252.128.65 10.247.255.214 DUA 94 SACK BEAT —
114 2.270461 10.247.255.182 10.252.128.65 DUA 94 SACK BEAT_ACK
115 2.343971 10.251.128.65 10.252.128.65 UDP 82 Source port: remote-as
| 116 2.344141 10.252.128.65  10.251.128.65  UDP 82 Source port: brvread D
118 2.345840 10.251.128.65 10.252.128.65 UDP 82 Source port: remote-as
120 2.4559286 10.251.128.65 10.252.128.65 UDP 60 Source port: pda-gate |
121 2.557750 10.251.255.214 10.252.128.65 SCTP 94 HEARTBEAT
122 2.557889 10.252.128.65 10.251.255.214 SCTP 94 HEARTBEAT_ACK
123 2.565112 10.247.255.214 10.252.128.65 DUA 78 BEAT_ACK
124 2.565185 10.252.128.65 10.247.255.214 SCTP 62 SACK
125 2.566859 10.247.255.206 10.252.128.65 DUA 78 BEAT_ACK
: 1264 2 GAAG2T 1N 782 12R AS 10 A7 255 20A s TD A7 Sack L]
i 2

i Frame 111: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
: Ethernet II, Src¢: oOracle_cS5:dd:la (00:03:ba:c5:dd:1a),
' Internet Protocol version 4, Src: 10.252.128.65 (10.252.128.65),
| Stream Control Transmission Protocol, Src Port: fua (9900), Dst Port: fua (95900)
DPNSS/DASS2-User Adaptation Layer

Dst: Al1-HSRP-routers_65 (00:00:0c:07

Dst: 10.247.

255.182 (10.247

| | o
0000 00 00 Oc 07 ac 65 00 03 bha ¢5 dd 1a 08 00 45 60  ..... e e E a
0010 00 40 e6 86 00 00 ff 84 3e 68 0a fc 80 41 0a f7 @...... >h. .. AL

0020 ff b6 26 ac 26 ac 17 02 a8 30 8f a6 78 1b 00 03 LE&&L. L0 x

0030 00 20 21 O0d ba d5 00 00 <7 4b 00 00 00 01 01 0O N Keeaoann

/j0040 03 03 00 00 00 10 00 09 00 08 a5 a5 a5 a5 ........0 ... LI
e \'ﬁ’f File: "C:\Documents and Settings\Administrator?... |Packets: 10492D... IProfiIe: Default

Highlight either IUA or DUA

(R PR

JuSsLIguun

AT R

JLStIgLL
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109 2.237268
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OB O~ wWE
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Choose DUA PPID 1 SCTP and click OK

cap [Wireshark 1.8.4 (S¥NRev 46250 from /trunk-1.8 =101 x1

View Go "' stvbgel.cap [Wireshark 1.8.4 (SYNRev 46250 from /trunk-1.8)] -0 x|

y ﬂ ﬂ File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

il Wireshark: Decode As olx|p ® ® T I B QQ Q 0| o M| T

55

= b jon... Clear Apply Save /

o LinkINetwork Transportl I Expression ear. Apply. Save "

8 (default) N |Protoco| |Length |lnfo -

L& erau .255.206 SCTP 54 HEARTBEAT_ACK

Decode @

B * PPID ASAP 3
BICC .128.65 SCTP 34 HEARTBEAT —

- CalcAppProtocol .255.214 SCTP 94 HEARTBEAT_ACK

.  Port DIAMETER . 255.182 IUA (RF 78 BEAT

N .255.206 TUA (RF 78 BEAT

€ Donot decode DTLS .255.214 IUA (RF 94 SACK BEAT

. DUA .128.65 1UA (RF 94 SACK BEAT_ACK

- ENRP L 128.65 upP 82 Source port: remote-as

. Show Current SCTP IPPID (1) j' a5 | FractalGeneratorProtocol

N ‘ HMNBAP K : Source port: remote-as

L- gear THIA

i source port: pda-gate

£ Help | oK I apply | Close | L128.65 SCTP 04 HEARTBEAT

|| 256 214 TR Qd HFARTRFAT 4K j

BL: 54 by il i

et II, Srdfm Frame 111: 78 hytes on wire (624 bits), 78 bytes captured (624 hits)

let Protoct Ethernet II, src: oracle_c5:dd:1a (00:03:ba:c5:dd:1a), Dst: Al1-HSRP-routers_65 (00:00:0¢:07
1 Control “[m Internet Protocol version 4, Src: 10.252.128.65 (10.252.128.65), Dst: 10.247.255.182 (10.247
'DASS%-USEF stream Control Transmission Protocol, Src Port: jua (9900), Dst Port: fua (9900)

(1 Private ISDN Q.921-User adaptation Layer

03 ba c5 | 2|
39 7d 36 Go50 00 00 Oc 07 ac 65 00 03 ba c5 dd 1a 08 00 45 60 ..... CE— £ —
01 26 ac 10010 00 40 £6 86 00 00 Ff 84 32 68 0a fc B0 41 0a f7  .6...... ShellAl.
30 8b 39 10020 f b6 26 ac 26 ac 17 02 a8 30 BF a6 78 1b 00 03 ..&.& .. .0..X...
02 00 00 fo030 0o 20 21 0d ba d5 00 00 c7 4b 00 00 00 OL 01 00 . l..... 2

FC:\Documents « 0040 03 03 00 00 00 10 00 09 00 08 a5 a5 a5 a% .....0e. cennnn LI

0 @’ | File: "C:\Documents and Settings\Administratory,... | Packets: 10492 D... | Profile: Default

Wireshark will now reorder the trace and show the output. The DPNSS filter can now be applied and actioned. Once
complete Wireshark will show the DPNSS messaging as can be seen in the below output.
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| stvbgel.cap [Wireshark 1.8.4 (SYN Rev 46250 from /trunk-1.8)]

File Edit Yew Go Capture Analyze Statistics

Telephony  Tools

Internals

Help

Monday, 3 December 2012

=10l x|

S CEHXREE AT LB

Blaaab| ¥ -

' Filter: I dpnss

j Expression... Clear Apply Save

Mo, Time

ime [Source [Destination [Protocol _[Length |info

733 8.707537 10.252.255.214 10.252.128.65 DPNSS 4 CRM/CIM
1297 11.247564 10.252.255.222 10.252.128.65 DPNSS 94 CRM/CIM
3721 21.239786 10.252.255.222 10.252.128.65 DPNSS 94 CRM/CIM
5346 26.097819 10.251.255.214 10.252.128.65 DPNSS 94 CRM/CIM
5067 28.707086 10.252.255.214 10.252.128.65 DPNSS 94 CRM/CIM
6429 29.672896 10.251.255.222 10.252.128.65 DPNSS 94 CRM/CIM
8841 33.692605 10.251.255.222 10.252.128.865 DPNSS 94 CRM/CIM
10120 35.876835 10.251.255.222 10.252.128.65 DPNSS 94 CRM/CIM
10483 36.881971 10.251.255.214 10.252.128.65 DPNSS 94 CRM/CIM

-
=y

o

HEHEEBE

:‘l

Frame 733: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
Ethernet II, Src: Cisco_95:a5:fc (54:7f:ee:95:a5:fc), Dst: oracle_c5:dd:1a (00:03:ba:c5:dd:1.
Internet Protocol version 4, Src: 10.252.255.214 (10.252.255.214), Dst: 10.252.128.65 (10.25;
Stream Control Transmission Protocol, Src Port: jua (9900), Dst Port: jua (9900)

DPNSS/DASS2-User Adaptation Layer
Digital Private Signalling System No 1

i3
0000 00 03 ba ¢5 dd 1la 54 7f ee 95 a5 fc 08 00 45 60  ...... Te teennn E a
0010 00 50 ¢c %a 00 00 fd 84 Sa 1f 0a fc ff dé6 0a fc Pl Zeiennnn
0020 80 41 26 ac 26 ac 6C 80 08 h9 63 d8 72 08 00 03 LA&L&.T. L.,
0030 00 30 69 a3 e4 52 00 02 ¢c2 44 00 00 00 01 01 00 .07..R Deoa...
10040 0Ob 02 00 00 00 20 00 01 00 08 00 00 81 01 00 05 ..... vr tunvnnnn ;l

lnnen AN NS A1 2N

[aTa B a v Y

. MI File: "C:\Documents and Settings\Administratorl... IPackets:

10492 D... |Profile: Default
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Typical DPNSS call Setup

The below diagram shows a DPNSS call setup and normal call clearing. the following pages identify a Wireshark DPNSS
output to ratify this concept.

Monday, 3 December 2012

ORIGINATING TRANSIT TERMINATING
] DPNSS e DPNSS pese
PARA 2.3.1.1 | >
ISRM(1) PARA 2.3.1.2
SIC=TELE ISRM()
Sc=orD SIC=TELE
o0 CLC=ORD
DA-DIGIT(S) ou
DA-DIGIT(S)
N q
SSRM(I)
DA-DIGIT(S) SSRM(1)
DA-DIGIT(S)
> o
SSRM(C)
DA-DIGIT(S) SSRM(C)
DA-DIGIT(S)
PARA 2.3.13
________ - >
PARA 2315 |[@——--""7"
- PARA 2.3.1.4 NAM CALL EXTENSION
e CLC=ORD
- cLI
cu
/.
< AWAITING ANSWER INDICATION E.G. RING TONE
N
ANSWER
——————— - <
PARA 23.18 |@———————— """
4 A\
4 CONVERSATION >
AN /7

www.Xxoncomms.com
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NOTE:- In the below captures the Integer Interface Identifier is set to 33025 for all packets, identifying the call. The
ISRM contains the Initial Service Request Message (ISRM), subsequent information is found in the SSRM.

" stybge0.cap [Wireshark 1.8.4 (S¥N Rey 46250 from /trunk-1.8)] = |EI|5|

File Edit Miew Go Capture Analyze Statistics Telephony Tools Internals Help

Beoes CEXRE  Ae*»pT L BE QA #® -~

Filter: I dpnss j Expression... Clear Apply Save
Mo, Time Source Destination Protocol _|Length |Info -
20378 11.247566 10.251.255.218 10.252.128.1 DPNSS 94 CRM/CIM =
20390 11.485405 10.252.255.210 10.252.128.1 DPNSS 134 ISRM(I)
20391 11.545078 10.252.255.210 10.252.128.1 DPNSS 114 sSrRM(C)
20394 11.593211 10.252.128.1 10.252.255.210 DPNSS 102 NIM Ll
il | > F

mmfﬁw
] DPNSS/DASS2-User Adaptation Layer i

version: Release 1 (1)
Reserved: 0x00
Message class: Unknown (11)
Message type: 2 (reserved)
Message length: 72
B Integer interface identifier (33025)
Parameter Tag: Integer interface identifier (1)
Parameter length: 8
Integer interface identifier: Ox00008101
[ DLCI
Parameter Tag: DLCI (5)
Parameter length: 8

TTEYPaT

0000 000. = Reserved: 0
P R = v-hit: True
0... .... = Zero bit: False
.011 001. = channel: 25
e e ..1 = 0one bhit: True
Spare: 0

F Protocol data
Parameter Tag: Protocol data (14)
Parameter length: 46
Parameter padding: 0000
B Digital Private Signalling System No 1
0000 .... = Message Group Identifier: cCall Control Message Group (0)
0001 = call Control Message Type: INITIAL SERVICE REQUEST Message (INCOMPLETE) - ISRR
F Service Indicator Code
0... .... = Extension bit: no further octets
L001 ..., Type of data: speech (1)
.. 0000 = petails for speech: 64 kbhit/s PCM G.711 A-Law or analogue (0)
B selection Field: ®3%1#¥50%07771847337#%1L67%7451900%1%206#
B Supplementary Information 1: *3%1#
Sup Str:CLC-ISDN
Parameter sStatus: 1#
Parameter DPNNS ISDN Type: 50
Par: None
Par: None
E Supplementary Information 2: %S50%07771847337#
Sup str:oLI/CLI
A/B party Address: 07771847337#

Par: None
Par: MNone
Par: None

B Supplementary Information 3: ¥167%7451900%1%206#
Ssup str:TID
Parameter PBX Reference: 74515900
Parameter Trunk Group reference Number: 1
Parameter Trunk mMember Reference Number: 206
q | ol

@ M | DPNSS/DASS2-User Adaptation Layer {dua), 72 ... |Packets: 2. | Profile: Default

Ll
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The below shows the Subsequent Service Request Message (SSRM), which contains the called number.

7! stvbge0.cap [Wireshark 1.8.4 {S¥YN Rey 46250 from /trunk-1.8)] o [ 74|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Beogee CEXEE AT L ||BEB QA0 #®H -

Filter: Idpnss j Expression... Clear Apply Save
No. Time Source Destination Protocol _|Length |Info :I
20378 11.247566 10.251.255.218 10.252.128.1 DPNSS 94 CRM/CIM =
20390 11.489405 10.252.255.210 10.252.128.1 DPNSS 134 1SRM(I)
2 1 11.545078 : . 255 i 2.1 1 SS SSRM(C
20394 11.593211 10.252.128.1 10.252.255.210 DPNSS 102 NIM Ll
| »F

Frame 20391: 114 bytes on wire (912 bits), 114 bytes captured (5912 bits) N
Ethernet II, sSrc: Cisco_95:a5:fc (54:7f:ee:95:a5:fc), Dst: oracle_c5:dd:19 (00:03:ba:c5:dd:19°
Internet Protocol Version 4, src: 10.252.255.210 (10.252.255.210), Dst: 10.252.128.1 (10.252.1
Stream Control Transmission Protocol, sSrc Port: jua (9900), Dst Port: jua (9900)
DPNSS/DASS2-User Adaptation Layer
version: Release 1 (1)
Reserved: 0x00
Message class: Unknown (11)
Message type: 2 (reserved)
Message length: 52
F Integer interface identifier (33025)
Parameter Tag: Integer interface identifier (1)
Parameter length: 8
Integer interface identifier: 0x00008101
= DLCI
Parameter Tag: DLCI (5)
Parameter length: 8

BIEEEEE =

TP

0000 000. = Reserved: 0
[ R = v-hit: True
0... .... = Zero bit: False
.011 001. = Channel: 25
eee e .1 = 0one bit: True
Spare: 0

= Protocol data
Parameter Tag: Protocol data (14)
Parameter length: 28
B Digital Private Signalling System No 1
0000 .... = Message Group Identifier: Call Control Message Group (0)
1100 = call Control Message Type: SUBSEQUENT SERVICE REQUEST Message (COMPLETE) - SSRM(
= selection Field: ¥19%J#%48I%KOB@#8018707
= Supplementary Information 1: %19%J#
Sup StriLA
Parameter Number of Further Transits: J#
Parameter Number of Further Alternative routes: 48I
Par: None
B Supplementary Information 2: %48I%KOB@#
Sup sStr:BSS-P
Parameter SIC: KOB®@
Destination Address: 8018707

| I i

0 M | File: "C:\Documents and SettingsiAdministratoriDe |Packets: 2. |Profi|e: Default
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The NIM contains the Network Indication Message.

" stvbge0.cap [Wireshark 1.8.4 (S¥N Rev 46250 from /trunk-1.8)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

=10 ]

Baoes BEXRE AT L |(BE QQQ |

[ -

Filter: Idpnss j Expression... Clear Apply  Save

Mo, Time Source Destination Protocol _|Length |Info

T CITeT

20350 11.489405 10.252.255.210 10.252.128.1 DPNSS 134 ISRM(I)
20391 11.545078 10.252.255.210 10.252.128.1 DPNSS 114 SSRM(C)
20394 11.593211 10.252.128.1 10.252.255.210 DPNSS 102 NIM
20368 11.6A53268 10.252.128.1 10.252.255.210 NPNSS T10 NTM

-

4
|

Frame 20394: 102 bytes on wire (816 bits), 102 bytes captured (816 bhits)
Ethernet II, src: oracle_c5:dd:19 (00:03:ba:c5:dd:19), Dst: All-HSRP-routers_64 (00:00
Internet Protocol version 4, src: 10.252.128.1 (10.252.128.1), Dst: 10.252.255.210 (10
Stream Control Transmission Protocol, Src Port: jua (9900), Dst Port: jua (9900)
DPNSS/DASS2-User Adaptation Layer
version: Release 1 (1)
Reserved: 0x00
Message class: Unknown (11)
Message type: 1 (reserved)
Message length: 40
= Integer interface identifier (33025)
Parameter Tag: Integer interface identifier (1)
Parameter length: 8
Integer interface identifier: 0x00008101
= DLCI
Parameter Tag: DLCI (5)
Parameter length: 8
0000 000.
L0 I
.011 001.
.1

0FHHHMH

Reserved: 0
v-hit: False
zero bit: False
Channel: 25

one bit: True

Spare: 0
E Protocol data
Parameter Tag: Protocol data (14)
Parameter length: 13
Parameter padding: 34d7e0
B Digital Private Signalling System nNo 1
0000 .... = Message Group Identifier: Call Control Message Group (0)
0110 = Call cControl Message Type: NETWORK INDICATION Message - NIM (6)
B Indication Field: %99%48I#
= Supplementary Information 1: ¥99%48I#
Sup str:IG-suU
Parameter sString Identity List: 48I

K| I

o 292 29

| S— L)

:0c:07::

LU sbe i

(@) @ | Frame {frame), 102 bytes | Packets: 2... | Profile: Default
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Second NIM

7! stybge0.cap [Wireshark 1.8.4 {S¥YN Rey 46250 from /trunk-1.8)] - 101 x|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Begede DERXEE AT L||BBB QQAQD #B -

Filter: I dpnss j Expression... Clear Apply Save

Mo. [Time |Source [Destination |Protocol _[Length _[Info A
20391 11.545078 10.252.255.210 10.252. . DPNSS 114 sSrRM(C) 1
203594 11.5593211 10.252.128.1 10.252 ) DPNSS 102 NIM
20398 11.6532609 10.252.128.1 252.2 DPNSS 110 NIM
20401 11.673211 10.252.128.1 10.252. ) DPNSS 106 Nam Ll

-

I i
Frame 20398: 110 bytes on wire (880 bits), 110 bytes captured (880 bhits)
Ethernet II, src: oracle_c5:dd:19 (00:03:ba:c5:dd:19), Dst: Al1-HSRP-routers_64 (00:00:0c:07:¢
Internet Protocol version 4, src: 10.252.128.1 (10.252.128.1), Dst: 10.252.255.210 (10.252.25°¢
Stream Control Transmission Protocol, Src Port: jua (9900), Dst Port: jua (9900)
DPNSS/DASS2-User Adaptation Layer
version: Release 1 (1)
Reserved: 0x00
Message class: Unknown (11)
Message type: 1 (reserved)
Message length: 48
B Integer interface identifier (33025)
Parameter Tag: Integer interface identifier (1)
Parameter length: 8
Integer interface identifier: 0x00008101
[ DLCI
Parameter Tag: DLCI (5)
Parameter length: 8

|—

0HFHEE
TR

0000 000. = Reserved: 0
.0 ..., = v-hit: False
0... .... = Zero bit: False
.011 001. = channel: 25
e e ..1 = one hit: True
Spare: 0

= Protocol data
Parameter Tag: Protocol data (14)
Parameter length: 24
= pigital Private Signalling System No 1
0000 .... = Message Group Identifier: Call Control Message Group (0)
0110 = call Control Message Type: NETWORK INDICATION Message - NIM (6)
H Indication Field: *100%switchboard*l#
E Supplementary Information 1: *100%Switchboard¥l#
Sup STriTEXT
Parameter Text: Switchhoard
Parameter Text Type: 1

4| | i

o ﬁ| File: "C:\Documents and SettingsiAdministratord,... IPackets: 2. |Profi|e: Default
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Number Acknowledgement Message (NAM)

7 stvbge0.cap [Wireshark 1.8.4 {S¥YN Rey 46250 from /trunk-1.8)] = |EI|5|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Seoea PEXE2E AT L|[EBE QA #8 -

Filter: I dpnss j Expression... Clear Apply  Save
No. Tlme Source Destlnatlon Protocol _|Length Inflom -
203568 11.653269 10. 252 128 1 10.252 255 210 DPNSS 110 NIM —

20401 11. Zal, 3l 252 8.1 10.252.255.2 210 DPNSS 106 NAM

22715 12.211923 10. 251 255 218 10.252.128.1 DPNSS 94 CRM/CIM
2N7N7 12 §24AR4A 1N 252 255 21R 1N 252 128 1 NPMSS 04 CRM/CTM .ZJ

4| |

Frame 20401: 106 hytes on wire (848 bits), 106 bytes captured (848 bits)
Ethernet II, src: oracle_c5:dd:19 (00:03:ba:c5:dd:19), Dst: All-HSRP-routers_64 (00:00:0cC:07:¢
Internet Protocol version 4, src: 10.252.128.1 (10.252.128.1), Dst: 10.252.255.210 (10.252.25¢
Stream Control Transmission Protocol, Src Port: fua (9900), Dst Port: jua (9900)
DPNSS/DASS2-User Adaptation Layer
version: Release 1 (1)
Reserved: 0x00
Message class: Unknown (11)
Message type: 1 (reserved)
Message length: 44
= Integer interface identifier (33025)
Parameter Tag: Integer interface identifier (1)
Parameter length: 8
Integer interface identifier: 0x00008101
= DLCI
Parameter Tag: DLCI (5)
Parameter length: 8

OFHBEHMH

0000 000. .... .... = Reserved: 0
.0 ..., ... = V-hit: False
0... .... = Zero bit: False

.011 001. = Channel: 25
sans e ..1 = 0one bit: True
Spare: 0
= Protocol data
Parameter Tag: Protocol data (14)
Parameter length: 20
E Digital Private Signalling System nNo 1
0000 .... = Message Group Identifier: Call Control Message Group (0)
. 1001 = call Control Message Type: NUMBER ACKNOWLEDGE Message - NaMm (9)
B Indication Field: *1#%50%8018707#
= supplementary Information 1: *1#
Sup str:CLC-ORD
= Supplementary Information 2: %50%B018707#
Sup str:OLI/CLI
A/B party Address: 8018707

il | i

0 M| File: "C:\Documents and SettingsiAdministrator... |Packets: 2. IProfiIe: Default
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Call Connect Message (CCM). Speech can now exist between the calling and called parties.

il stybge0.cap [Wireshark 1.8.4 (S¥N Rey 46250 from /trunk-1.8)] — |I:I|5|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SBEoes BCEXEE| AT L|(BE QA @& -

Filter: Idpnss j Expression... Clear ~pply Save
No. [Time [Source [Destination [Protocol_[Length |_I_nfo A
332090 13.912883 10.252.255.218 10.252.128.1 DPNSS 94 CRM/CIM (e
244310 10.252.128.° 252 210 DPNSS
40282 16.107877 10.251.255.218 10.252.128.1 DPNSS 94 CRM/CIM
45987 17.0142596 10.251.255.218 10.252.128.1 DPNSS 94 CRM/CIM
IAFu71‘I 17 NAGRAN 1N 281 288 21 R 1N 282 1282 1 nonsS s QA DM AT JLI
] >
# Frame 35515: 106 bytes on wire (848 bits), 106 bytes captured (848 bits)
# Ethernet II, src: oracle_c5:dd:19 (00:03:ba:c5:dd:19), Dst: All-HSRP-routers_64 (00:00:0¢:07::
# Internet Protocol version 4, sSrc: 10.252.128.1 (10.252.128.1), Dst: 10.252.255.210 (10.252.25¢
# Stream Control Transmission Protocol, src Port: iua (9900), Dst Port: iua (9900)
E DPNSS/DASS2-User Adaptation Layer

version: Release 1 (1)
Reserved: 0x00
Message class: Unknown (11)
Message type: 1 (reserved)
Message length: 44
B Integer interface identifier (33025)
Parameter Tag: Integer interface identifier (1)
Parameter length: 8
Integer interface identifier: 0x00008101
E DLCI
Parameter Tag: DLCI (5)
Parameter length: 8

0000 000. = Reserved: 0
.0 ..., = v-hit: False
0... .... = Zero hit: False
.011 001. = Channel: 25
e e .1 = one hit: True
Spare: 0

[ Protocol data
Parameter Tag: Protocol data (14)
pParameter length: 18
Parameter padding: 3723
B Digital Private Signalling System No 1
0000 .... = Message Group Identifier: Call Control Message Group (0)
0101 = Call Control Message Type: CALL CONNECTED Message - CCM (5)
E Indication Field: *50%88012504#
= Supplementary Information 1: ¥50%88012504#
Sup str:OLI/CLI
A/B party Address: 88012504

| I i

6 M | File: "C:\Documents and Settings\Administratort... I Packets: 2... IProfiIe: Default
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Four Seconds after CCM, the call is ceased by a Clear Request Message (CRM). Both side would acknowledge.

" stvbge0.cap [Wireshark 1.8.4 (S¥NRey 46250 from /trunk-1.8)] - 1Ol x|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Seoes DEXEE AT EL||EB QAaQADl #® -~

Filter: Idpnss :I Expression... Clear Apply Save
Mo. Time: Source Destination Protocol _ |Length  |Info -
. . . . . . . R /CTM
49718 17.592300 10.251.255.210 10.252.128.1 DPNSS 94 CRM/CIM —
49737 18.200789 10.251.255.210 10.252.128.1 DPNSS 94 CRM/CIM
49750 18.498575 10.251.255.210 10.252.128.1 DPNSS 94 CRM/CIM
49761 18.783591 10.252.255.210 10.252.128.1 DPNSS 94 CRM/CIM ;l
d | ol

# Frame 49761: 94 hytes on wire (752 bits), 94 bytes captured (752 hits)
# Ethernet II, Src: Cisco_95:a5:fc (54:7f:ee:95:a5:fc), Dst: oracle_c5:dd:19 (00:03:ba:c5:dd:19]
# Internet Protocol version 4, Src: 10.252.255.210 (10.252.255.210), Dst: 10.252.128.1 (10.252.]
# Stream Control Transmission Protocol, Src Port: fua (9900), Dst Port: fua (9900)
£ DPNSS/DASS2-User Adaptation Layer
version: Release 1 (1)
Reserved: 0x00
Message class: Unknown (11)
Message type: 2 (reserved)
Message Tlength: 32
B Integer interface identifier (33025)
Parameter Tag: Integer interface identifier (1)
Parameter length: 8
Integer interface identifier: 0x00008101
= DLCI
Parameter Tag: DLCI (5)
Parameter length: 8

0000 000. = Reserved: 0
1oL, = v-hit: True
0... .... = Zero bit: False
.011 100. = Cchannel: 28
e e ..1 = one bit: True
Spare: 0

= Protocol data
Parameter Tag: Protocol data (14)
Parameter Tlength: 6
Parameter padding: 10dd
= Digital Private Signalling System No 1
0000 .... = Message Group Identifier: Call Control Message Group (0)
. 1000 = call Control Message Type: CLEAR REQUEST Message - CRM/CLEAR INDICATION Message
Clearing Cause: Message Not Understood (26)

Kl | i

0 M | File: "C:\Documents and Settings\Administrator?... |Packets: 2. |Profi|e: Default
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